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Multiple technical barriers prevent bioterrorism.
Non-ProliferationReview, Fall-Winter ‘4 (http://www.biosecurity.sandia.gov/subpages/papersBriefings/2004/gaud3.pdf )

In particular, obtaining a pathogen or toxin does not ensure production of a biological weapon that will produce a high-consequence event. First of all, if an a virulent strain of a pathogen is chosen, no significant outbreak of disease will occur.81 Even after the right strain is selected, additional challenges face the bioterrorist, including isolation, amplification, protection against environmental degradation, and development of an effective dissemination method. Most pathogens and toxins are not dermally active. Therefore, to cause incapacitation or death, these agents must enter a susceptible host either through ingestion or inhalation. Since most pathogens and toxins would not survive human digestive processes, aerosolization of agents for inhalation has been acknowledged to be the most effective method for achieving a mass-casualty biological attack.82 Thus, the perpetrator needs to master the skills to optimize particle size and to decrease degradation from environmental stressors.83 The perpetrator must then be able to select and use an appropriate delivery system. In general, these steps require moderate to high levels of scientific expertise and moderate to high levels of financial resources.84 Thus, well-developed states are judged to have the technical sophistication and financial resources to cause a high-consequence biological weapon event. Less-developed states, which include nations currently identified as rogue states, generally do not have the technical sophistication and financial resources that well-developed states have and are assessed to be capable of causing BW events with moderate consequences. Bioterrorists, who generally lack the technical skills and financial resources of states, are currently considered capable of perpetrating low to moderate consequences with biological weapons. Even a low-consequence event requires a considerable level of expertise to execute. In addition, the objectives of the perpetrators may be more easily realized by other means, such as conventional weapons. However, certain types of low-consequence events may be more likely than others because they require little organization, funding, or expertise. Because these acts are generally carried out by one or a few individuals, they are less likely to be detected or prevented. These “biocrimes” are generally targeted attacks, such as assassinations or murders. Although biocrimes are omitted from this study’s discussion of nonstate actors because they do not constitute terrorist acts, they are nonetheless worthy of note. These attacks require a very low level of organization and expertise and, to date, have involved a limited class of agents, such as botulinum toxin and ricin. However, they may also include nonlethal agents. Because biocrime attacks can be carried out by a lone actor with a moderate level of technical expertise, they are considered fairly probable. However the consequences would be minimal, resulting in a single death or temporary illness. Generally, biocrimes cannot inflict mass casualties or the other forms of damage that designate an event as high consequence. Although biocrimes have a high probability of occurring, by definition biocrimes are limited to low consequences. From the BW perspective, biocrimes are low risk.

